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uReveal Pro - SAR Edition™

IxReveal, the industry leader in enterprise cloud
solutions for data management and analytics, has just
announced the release of a new product to assist in combating
financial fraud, structuring and money laundering. With input
from Financial Crimes Enforcement Network (FinCEN), Law
Enforcement, and the US Attorney’s office, IxReveal has
developed a new software solution that automatically reveals
emerging trends in suspicious behavior in Suspicious Activity
Report (SAR) documents. The solution comes with prebuilt
models to help agencies focus on high profile cases:

*  Prebuilt Concepts Targeting:
— Filing Avoidance
— Suspicious Teller Interaction
— Multiple Deposits
— Suspicious Activity At Multiple Bank Branches
— Excessive Deposits on Consecutive Days
— Illegal Division of Deposits
— Legitimate vs Suspicious Accounts

Correctly identifying these types of suspicious
behavior is critical to a successful prosecution in financial
crimes cases. Many organizations have tried other solutions
that claim to perform analysis of SARs, but they all fall short in
one critically area: “Dynamic inclusion of Narrative Data as part
of Analysis”. Much of the critical case information in a SAR is
locked away in the Narrative section of the form and until now
this data went unanalyzed.

Cutting Edge

Unlocking
The Secrets In
Financial SARs
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Suspicious Activity Report (SAR) Background

In the latest Investigators Guide released by FINCEN in
June 2011, the FINCEN director stated “To continually ensure
that SARs are being utilized in financial investigations to their
maximum potential, there is a need to further educate the law
enforcement community as to how to decipher financial

transaction flows and activity patterns often reported in SAR
narratives.”

The Bank Secrecy Act(BSA) of 1970 requires financial
institutions in the United States to assist U.S. government
agencies to detect and prevent money laundering. Specifically,
the act requires financial institutions to keep records of cash
purchases of negotiable in instruments, and file reports of cash
purchases of these negotiable instruments of $10,000 or more,
and to report suspicious activity that might signify money
laundering, tax evasion, or other criminal activities. Today,
millions of SAR reports are filed by the US Banking Industry
each year and these forms are still being manually processed
and analyzed.

FinCEN provides many federal law enforcement agencies
access to bulk BSA data, including SAR's. Law Enforcement
combines the SAR data with information from their law
enforcement databases to facilitate more complex and
comprehensive analyses. DOJ issued guidance that encouraged
the formation of SAR review teams with federal, state, and local
representation. These teams review SAR's filed in their area on
a monthly basis to determine which would merit additional
investigation for a variety of suspected financial crimes. Today,
there were over 80 SAR review teams and virtually every
federal agency provides support to these groups.

Analytics for Text and Numbers/Codes Data

The IxReveal advanced analytics solution platform has as many as 36 unique ways to
simultaneously analyze structured and unstructured data. Advanced and natural language

algorithms are used to discover trends, patterns, relationships, and anomalies. Its powerful

natural state.

automated analytics and machine learning directly address “you don’t know what you don’t
know” without the need for a query.

Dramatically R educe Data Management Cost

With [xReveal solutions, data warehouses are no longer an expensive necessity. IxReveal is
a generation ahead of competitors in data management and analysis. By eliminating the
need to build and maintain massive data warehouses, organizations can eliminate millions
of dollars of current Information Technology expense. [xReveal allows data to remain in its
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Numerous Interactive Graphs, Dashboard, and Reports
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"The cost savings is very significant and by automating this
process our teams can now focus on field investigations rather
3% Ee:; Ay than reading documents. More importantly, with uReveal we
R = have greater confidence in the SARs we select for investigation.”

: LER Thomas Carr, Director Washington/Baltimore HIDTA

uReveal Pro - SAR Edition™: The Complete Analytical System

IxReveal offers new ways to manage and analyze all e-data regardless of structure (databases, text, XML, etc.).

The patented product uReveal™ offers the ability to discover interesting multi-faceted concepts in data without a query -- to
automatically relate unstructured and structured data - offering capabilities to relate disparate data in ways never possible
before. The Subject Matter Expert is in control of the entire process and can bias or weight a combination of concepts for
focused analysis.

No other available tool offers uReveal™’s paradigm shifting approach to the inclusion of unstructured with structured data for
analytics. uReveal™ is the complete solution that:

e Finds hidden relationships and trends without hypotheses.

e Accomplishes tasks humanly impossible for large volumes of data.

e [s built to uncover relationships that exist between concepts of interest.

e Provides anticipated and unanticipated quality results in the least possible time.

e Reads and analyzes electronic textual information - using a patent pending Natural Language Processing (NLP) engine.
e Completes the picture by combining unstructured and structured data.

e [sintuitive, easily learned, stand alone, and easy to use.

In the area of novel data management and analytics, IxReveal has 8 awarded patents and 3 pending patents.
Also available is uReveal™ Enterprise platform which consists of 5 components:
1. Virtual Pointers Index: Fuses and relates disparate e-data (including legacy systems) in a user-friendly way without
technical sophistication. Human friendly text data is retained in its natural form and structured data combined as

needed.

2. Automated analytics: Addresses “you don’t know what you don’t know” by discovering trends, patterns, anomalies and
relationships in all e-data.

3. Machine learning: Addresses “you don’t know what you don’t know” by discovering interesting multi-faceted concept
without the need for a query.

4. Concept Banks: Consists of multi-faceted multi-thousand element, layman friendly, portable concepts encapsulating
both human friendly text and database codes.

5. Data Management: Provides complete control of fusing, managing and analyzing all e-data to users eliminating
expensive technical processes.
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